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The growing market of internet services requires secure authentication methods. Particularly,
new services need authentication over a longer period of time. For example, online universities
need to make sure that the person taking an online examination is their actual student. Therefore,
traditional login routines (username & password) are not sufficient for all use cases anymore.
One possibility to ensure continuous authentication is to apply biometric/behavioural patterns
such as voice, handwriting, or keystroke dynamics. Since it is much harder to share or steal a
person’s traits or behavior, biometric authentication models are considered safer than traditional
approaches [1].

In this contribution, we focus on keystroke dynamics. In particular, we attempt to continuously
authenticate a user based on features such as dwell time, flight time, key down/up events, or times
for certain bi- or trigrams [2].

The majority of the related work (see [1]) is only considering a short and fixed time window for
authentication. Typically, a bunch of statistics on keystroke dynamics features like dwell/flight
time is computed and classified.

We propose a memory efficient method for continuously authenticating users over time, based on
their keystroke dynamics. We split time into small chunks (time windows) and classify each time
window separately using common methods from literature [1, 2]. We integrate the classifications
over time by using a sequential bayesian hypothesis testing framework. Therefore, we only have
to store and process a small chunk of data at every point in time and can discard it afterwards.
Because of a lack of publicly available data sets for evaluation, we created our own keystroke
dynamics data set which contains keystroke and mouse dynamics data from 32 subjects.
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