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Abstract: Due to the higher workload it produces, reducing the size of operational teams in the chemical
process industry can have a negative effect on the ability to control abnormal situations, fatigue, etc. A lack of
qualified operational personnel in unusual conditions and the resulting lack of process control can trigger a
series of internal or external accidents, eventually leading to a major accident. This paper suggests a practical
method to evaluate the safety critical staffing levels required to meet performance specifications for safety
critical activities. For single plants as well as for clusters of chemical plants, the method also enables consul-
tants and inspectors to consequently apply principles to assess those manning levels representing the last but

one line of defense in the prevention of major accidents.
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Introduction

The organizational structure, responsibilities,
practices and procedures which comprise a chemi-
cal prevention policy are all fixed in the so-called
Safety Management System (SMS). One of the key
points of such a SMS concerns organization and
personnel issues. Guidelines give recommenda-
tions to streamline personnel tasks and responsi-
bilities as well as recommendations to establish
organizational procedures (such as education and
training programmes) with respect to safety.

To date, there have been no directives on safety
critical staffing levels. Neither has a best practice
been established for the required quantity and/or
quality of plant employees needed to monitor cet-
tain safety critical tasks which prevent a Loss of
Containment (LOC). However, sufficient capable
personnel on the job are needed to guarantee
safety critical activities to be performed safely.
Since there is a large diversity of safety cultures
within the chemical process industry, the means of
dealing with the Safety Critical Staffing Level issue
is highly dependent on individual companies. To
the best of the authors’ knowledge, a harmonized
guideline document for evaluating personnel oc-
cupancy in chemical installations does not exist.
Nevertheless, evaluating the quality and quantity of
operating team staffing levels is a topic of increas-
ing interest to both the Government and industrial
area safety management. At present, the matter is
subject to discussion and debate among companies
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as well as between the industry and the authorities.
A reason for the growing concern is illustrated in
Figure 1.

The index figures make it easy to compare the
evolution of productivity and employment over
time. Figure 1 illustrates that the Production In-
dex, i.e. a business cycle indicator expressing the
volume of output and business activity of the in-
dustry, increased by 15 index points over a period
of eight years. At the same time, the Employment
Index measuring the changes in employment at
regular intervals decreased by 9 index points be-
tween 1996 and 2004. The steep rise in productiv-
ity, combined with the gradual decrease in em-
ployment in the chemical industry, could increase
the likelthood of having to resort to the last but
one line of defense to prevent a LOC, should in-
sufficient staff be allocated to perform safety criti-
cal activities. An immediate result would be the
increased probability of an accident entailing dam-
age. Making the choice of the required safety criti-
cal manning levels in a chemical industrial area
more transparent could prove to be a new chal-
lenge to safety and risk management. Of course,
living with risks remains essentially a management
question [2].

To enhance safety by optimizing staffing ar-
rangements within the chemical industry, a safety
critical staffing evaluation methodology is needed
to offer practical and usable results to inspectors
and to plant and cluster management.
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Figure 1: Production index and Employment index in the European chemical Industry (1996 - 2004),

Source: based on figures available at [1]
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Research objectives

This paper aims at providing support to the
chemical industry by objectively evaluating the
completeness, the soundness and the quality of
safety critical production manning levels with a
view to tackling abnormal safety critical circum-
stances. A real-life example would be the 4-day
siege in November 2003 during which the man-
agement of a Belgian paint factory were held hos-
tage by unsatisfied employees [3]. Other circum-
stances (the list is non-exhaustive) which satisfy
the term “abnormal” and in which the size of op-
erational teams can be necessarily restricted, are
for example a strike (e.g. internal: the next team
will not go to work and prevents access to produc-
tion level, making a shift team change impossible;
external: a truck drivers’ strike), serious terrorist
threat (e.g. hindering or preventing access to an
industrial area), a major accident in the neighbour-
hood of a production installation or at an installa-
tion of an adjacent company, a general power sup-
ply failure, etc.

Safety managers need guidance on the various
requirements for safety critical manning arrange-
ments. A user-friendly document could offer an
indication about the issues that have to be im-
proved in terms of staffing levels by suggesting a
variety of recommendations depending on the
particular problem identified, e.g. improving the
safety critical documentation, improving the alarm-
management, enhancing communication between
different control rooms, increasing the number of
manning levels, etc.

Approach

The literature on the subject of staffing levels is
limited, indicating that little research has been
done in this area. Even in renowned reference
works, e.g. “Loss Prevention in the Process Indus-
tries” [4], methods, studies, or accident reports in-
vestigating the relationship between incidents and
staffing levels are not discussed.

The HSE document by Brabazon and Conlin
[5] is the most important work on the topic, offer-
ing a method for assessing the manning levels in
the control room (CR) of one or several chemical
installations. The extensive instrument has two
parts: a “physical assessment” and a “ladder as-
sessment”. The first type uses assessment trees to
scan the CR manning levels with respect to six
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fundamental principles. Organizational factors
such as training and development are evaluated
with the help of ladder assessments. Using the
document, bottle-necks in CR personnel arrange-
ments can be pro-actively detected and handled.
Unfortunately, this rather complicated instrument
fails to evaluate field operators and its results are
not specifically targeted at assessing the staffing
levels in safety critical circumstances. Therefore,
the document does not meet the final objectives of
this examination, i.e., a user-friendly ad-hoc review
of all manning levels (including CR operators and
field operators) of a cluster/plant to prepate for
specific abnormal situations.

Since there is diversity in chemical plant safety
cultures, every company has built up its own
method to satisfy its specific needs regarding
safety and employment. Therefore, it is not likely
to use a harmonized instrument with merely quan-
titative information to compare safety employment
structures of different companies. A qualitative
procedure [0] allows for the fact that two com-
pletely different methods used for addressing a
specific manning level problem can be equivalent
in their effectiveness.

Empirical results

The study far identified theoretical
methods  to staffing  arrangements.
However, these documents are based on ideas and
abstract principles rather than on practical aspects
or case studies. In order, therefore, to become
acquainted with common practices in the industry
as regards manning levels, safety engineers and
production managers at 2 multinational chemical
companies as well as 2 consultants specialized in
determining staffing levels were interviewed.
Current practices concerning staffing levels and
safety activities were mapped.

thus
2SSEesS

Safety activities

The activities designed to ensure safe opera-
tions at chemical installations can be divided in
terms of the different situations in which they
must be executed. A distinction is made between
“Standard Safety Activities”, “Safety Critical Ac-
tivities” and “Emergency Activities”.

ISSN 1613-9615



Reniers, Dullaert, Ale, Verschueren, Soudan

May 2007

?£ Journal of Business Chemistry

www.businesschemistry.org

JHigh Alarm’

Safety Barriers

~

Standard Safety Activities

Figure 2: Types of Safety Activities

Standard Safety Activities are activated in the
case of so-called “High Alarms”. If these interven-
tions are not petformed, an unsafe/dangerous
situation can occut, possibly leading to the distur-
bance of process safety, but not yet leading to an
accident. The second type of activities, i.e. Safety
Critical Activities, is activated in situations charac-
terized in the industry as being “High High
Alarms”. If the necessary interventions do not take
place in such circumstances, this might lead either
to an activation of the final line of defense, i.e. an
automatic or a mechanical safety function, or di-
rectly to a Loss of Containment (LOC). Whatever
the case, the probability of a resultant accident
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with damage substantially increases if no Safety
Critical Activities can be supported by the available
staff. The final type of activities becomes activated
in emergency situations resulting from a LOC.
This type is called Emergency Activities and con-
sists of mitigation measures to control the damage.
Figure 2 depicts the different types of safety ac-
tivities. Figure 3 illustrates the different lines of
defense in controlling a chemical process.

The last line of defense makes use of
Automatic or Mechanical Safety Functions.
Automatic Safety Functions act in three stages:
first they measure critical chemical process

3 Automatic or Mechanical
Safety Functions
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Figure 3: Control and safety of the chemical process, Source: based on [7]
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Full
Staffing Levels
(highest manning)

The number of personnel required (taking
task rotation into consideration) in a
production team (a production team is
composed of field operators, control room
operators and all personnel required in the
production process of a chemical installation.),
accounting for illness, holidays, etc. to
guarantee production (safety is guaranteed as
well).

Standard Safety
Staffing Levels

The minimum number of personnel
required in a production team to fulfil all
necessary activities (safety critical tasks and
standard tasks — mof emergency tasks).
Determined from the productivity viewpoint,
ie. production 1is guaranteed (safety is
guaranteed as well).

Safety Critical
Staffing Levels

The minimum number of personnel
required in a production team to fulfil all safety
critical tasks. If the quality or quantity of
personnel falls below this level, personnel
substitution must be arranged to prevent
having to use the last line of defense or to
prevent a LOC.

Minimum

Staffing Levels

The minimum number of personnel
required in a production team determined from
the safety viewpoint, ie. safety is guaranteed
(the last line of defense may be used;
production does not need to be guaranteed).

Emergency
Staffing Levels

(lowest manning)

The minimum number of personnel
required in a production team to take care of all
emergency tasks.

Table 1: Definitions of staffing levels in decreasing order of manning

parameters, second they decide upon the need for
action and finally they work automatically if
required. These functions require electricity to be
activated. Mechanical Safety Functions (e.g. a
safety valve) are self-sustainable and do not require
electricity for their performance. An extreme
deviating process condi-tion suffices to activate
these functions.

To minimize the probability of having to use
the last line of defense when handling chemical
installations is essential for obtaining sustainable
safety. The safety dependency on the last line of
defense goes hand in hand with the following
drawbacks. On the one hand, Automatic Safety
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Functions require electricity for solid and reliable
functioning and thus installation safety depends on
electricity availability. On the other hand, me-
chanical safety functions can in fact be seen as
controllers of small Loss Of Containments pre-
venting a large LOC.

Staffing levels

Table 1 offers an overview of definitions of the
different possible types of manning levels in the
industry, ranking them in decreasing order. An
attempt is made to position the Safety Critical
Staffing Levels on this scale.
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To determine minimum staffing arrangements
for process operations, two main types of methods
are used in the industry. One option is to deter-
mine staffing levels aimed at guaranteeing produc-
tion at all times. This leads to the implementation
of Standard Safety Staffing Levels. Another option
is to establish staffing levels in accordance with
safety considerations, resulting in Minimum Staff-
ing Levels. The latter choice obviously requires
less manning than the first option.

Methods used by consultants to minimize staff-
ing levels in the CPI emanate from considering
worst-case scenarios, e.g. the shutdown of chemi-
cal installations as a result of an electrical power
supply failure. In case tasks which have to be
tulfilled are listed, providing insights into the need
of all sorts of functions and their numbers under
these abnormal conditions in order to guar-antee
the performance of Safety Critical Activities. To
further optimize staffing levels, the sequence of
activities can be examined to evaluate the necessity
of parallel execution. If activities can be performed
in a serial manner, manning can be reduced even
further. Although at first sight appealing, this ap-
proach has some disadvantages. Under abnormal
circumstances, operators are already under a great
deal of pressure increasing even more the likeli-
hood of them committing errors. Furthermore,
cutting the manning levels leads to a lack of back-
up operators, which can be of crucial importance
should there be a situation in which abnormal cir-
cumstances combine (e.g. when a domino accident
occurs).

To determine Safety Critical Staffing Levels and
thus optimize the last but one line of defense to
prevent major accidents at a chemical installation,
a trade-off between the activities ensured by
Minimum Staffing Levels and those ensured by
Standard Safety Staffing Levels should be made by
industrial area management. On the one hand,
production does not have to be guaranteed under
every circumstance if activities ensuring the pre-
vention of major accidents are not affected, which
implies that Standard Safety Staffing Levels can be
regarded as the maximum of the “safety critical
manning”. On the other hand, safety has to be
guaranteed under every circumstance with a cer-
tain degree of back-up, suggesting that Minimum
Staffing Levels should be taken as a minimum for
“safety critical staffing”. Therefore, the optimal
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Safety Critical Staffing Levels are situated in be-
tween the two types of staffing levels currently
used in industrial practice.

Methodology
The principles

Reniers et al. [8] point out that the use of
checklist analysis is very widespread and well-
known in the chemical process industry. More-
over, checklist reviews are very user-friendly and
can be applied to diverse subjects [9, 10]. There-
fore, an evaluation instrument is elaborated in the
form of a checklist to consider safety critical tasks
in the control room as well as in the field. Each
company has its own trade-offs between the num-
ber of personnel and the technology present,
automatisation, communication structures, team
structure, etc. Given that there is thus no generally
accepted definition of a “best safety manning
level” regarded as valid for all industrial areas,
technological, human and organizational factors
have to be kept in mind while making a staffing
level assessment. Therefore, the method is devel-
oped to cope with different possible physical con-
figurations within the staffing level arrangements
in an industrial area. The possible configurations
are:

. One or more operators with all-round
competence are responsible for the
activities in the control room and in the
field;

. One or more CR operators who

permanently staff the control room and
one or more field operators working only
in the field.  Eventually, within both
groups, competences can be arranged in
such a way that operators are in-
terchangeable;

. Field operators who are not permanently
present, but who may be summoned from
elsewhere within the plant/cluster to assist
one or more permanent CR operators
under safety critical situations;

. Control operators and  field
operators not constantly present, but who
may be summoned from elsewhere within
the plant/cluster to ensure a safe situation
under safety critical circumstances.

room
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Safety
Problem Principle

Parameter

Interpretation

1. Supetrvision/
intervention
possibility

There should be continuous supervision of the
process by skilled field- and CR operators and the
possibility to intervene whenever needed.

2. Distractions

Safety Problem
Detection

Distractions such as answering the phone, talking to
people, performing administrative tasks and acting
upon nuisance alarms should be minimized to reduce
the possibility of missing/overseeing/responding too
late to alarms.

3. Information

Sufficient information required for diagnosis and

£ , ,

S o recovery should be easily accessible, correct and

S é intelligible.

~ Y — .

2 _%ﬁ 4. Communication Communication links at single plant level as well as

&g A links at cluster level between the control room and the field

S .

n as well as between different control rooms should be
reliable.

5. Assisting personnel Staff required for assisting in diagnosis and recovery

should be available in time and with sufficient time to

g attend when required.

—

"§ g 6. Recovery operations Operating staff should be allowed to concentrate on

~ 8 recovering the plant to a safe state. Necessary but time-

%’ ~ consuming activities should therefore be allocated to

S . .

S others, e.g. summoning emergency services ot

communicating with adjacent plant safety management.
Morteover, all recovery operations should be executed
in time.

Table 2: Parameters and principles to deal with occurring problems, Source: based on [5]

During the staffing level arrangement assess-
ment, the safety and the lay-out of the industrial
area is subject to evaluation. The lay-out of the
company/cluster and of the control room is in-
vestigated in terms of whether operators are able
to move from one point to another within certain
time limits, the consequences resulting when op-
erators are not able to be in a particular place
within a given time are identified and the reliability
of the supporting equipment and the supporting
documentation is questioned.

In summary, the evaluation verifies whether
Safety Critical Staffing Levels in an industrial area
affect the reliability and timeliness of detecting
safety critical problems, diagnosing them, and lift-
ing recovery to a safe state. Therefore, conditions
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such as the number of people required, the means
necessary and the competences needed to be able
to guarantee safety in the case of calamity is
checked against six principles (see Table 2).

The instrument is conceived to identify the
possible bottle-necks of personnel organization
and to find a solution for a problem under abnor-
mal circumstances. To do this, four questions for
every principle are addressed:

. Can the principle be violated?

. In what way has the principle been/could
the principle be violated?

. What are the measures to counter the vio-
lation?

. Are these measures reliable and effective?

ISSN 1613-9615
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Figure 4: A chemical installation and its operational requirements

Failing on one of the above questions indicates
a gap in the industrial area’s personnel organiza-
tion and implies that actions are required to deal
with this failure. Because each “failure” is different
a gradation is added to the different assessments,
e.g. A is considered “best practice”, D “worst
practice®. If an industrial area fails to be situated in
the A or B category, the staffing level safety in the
area is insufficient and some measures are needed.
Directives for such measures are given in the
evaluation instrument itself. For example, to be
able to improve from category C to category B, a
back-up alarm warning system might be installed.

It is also important first of all to check whether
operators have the knowledge and the skills to
perform their tasks as required and secondly to
check whether the safety policy within the com-
pany/cluster meets all the requitements.

Personnel to be interviewed

Generally speaking, it is not possible to inter-
view every person who might be involved in a
possible sudden abnormal situation concerning
safety staffing levels. Nevertheless, it is important
to interview as many different people as possible
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concerned in practice with the problem(s) at hand.
Whatever the circumstances, safety management,
production management and supervisors are inter-
viewed. If possible, other stakeholders to be inter-
viewed include:

. CR operators and field operators. The
recommendation is to interview expeti-
enced and inexperienced operators as well
as operators belonging to different shift
teams;

. Assisting personnel offering support dut-
ing safety critical circumstances, e.g. by
giving technical advice or answering tele-
phones;

. Management and administrative personnel
with knowledge of operational procedures
and reliability of materials and systems.

To enhance the objectivity of staffing level
evaluation, certain documents are required to ver-
ify the answers when filling in the checklist. When
evaluating an answer from the questionnaire, the
final judgement depends on the evidence given by
the people answering the checklist. If the answers
accompanied by the necessary documents are con-
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sidered insufficient to underwrite staffing level
safety on a specific topic, the area fails for this
topic. Extra documents which might be needed
include estimation calculations or experiments
(simulations) regarding the amount of time needed
to react to incidents, data of previous accidents
and/or observations of exercises, reliability studies
of critical equipment, etc.

www.businesschemistry.org

Safety critical activities

To determine Safety Critical Staffing Levels, the
relationship needs to be identified between the
activities to be executed in  abnormal
circumstances and the corresponding staffing
levels. Figure 4 presents an overview of operating
a chemical installation.

The reciprocal relationship between activities
performed on an installation and the different pos-
sible staffing levels of the same installation needs
to be investigated to guarantee that Safety Critical
Activities can be performed in unusual circum-
stances. Figure 5 illustrates the different paths
leading to an accident if the last but one line of
defense fails and offers suggestions to determine
the activities that have to be taken into account in

N

~
Basic Safety Critical

the checklist.

In Figure 6, a decision chart is given to distin-
guish between activities which select the activities
to be catalogued as “Safety Critical Activities” in
the evaluation.

The tasks emerging from Figure 6 are those
which define the Safety Critical Staffing Levels in
this research. Once the Safety Critical Activities are
identified, the evaluation document as developed
in the next section can be used.

The safety critical staffing evaluation
instrument

The instrument, which amounts to a checklist,
puts forward a number of binary (yes/no)
questions related to the six principles of Table 2.
All questions lead to an indirect evaluation of the
possibility of performing the Safety Critical
Activities (listed as a result of executing the Figure
6 decision chart) in an industrial area. The
checklist answers should provide a clear insight
into the ability of an industrial area to handle
safety critical problems in the field and in the
control room(s). To verify whether the
interviewees interpret the questions in the right

Not necessarily present for all

\

Emergency
shut-down

scenarios

\

N

)

Mechanical
Safety Functions

E

Process Control Activities

Automatic Safety
Functions

N

¥

Mechanical
Safety Functions

[

:

Figure 5: From Basic Process Control to Loss of Containment
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Is the operator activity the last line
of defense in preventing a Loss Of
Containment?

Is the operator activity the last

Safety Functions?

If the operator lacks to act
propetly, is then the LOC stopped

e.g. by SIF’s)

en the operator acti-
vity is not performed, can the LOC

Shut-down (besides Mechanical
Safety Functions)?

Line of defense in preventing a Loss
Of Containment besides Mechanical

automatically? (computer-automized,

only be prevented by an Emergency

Yes

Yes

SELECT ACTIVITY AS A CRITICAL SAFETY ACTIVITY FOR EVALUATION

EVALUATION

DO NOT SELECT ACTIVITY FOR

Figure 6: Decision chart to select safety critical activities

way, a control question (indicated “C.Q.”) is Evaluating the checklist results

inserted for each yes/no question. This C.Q. is an
open question asking for evidence, information
and documentation to support the “yes” or “no”
rating on the binary question. The complete
instrument is shown in the appendix.

ie.
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As indicated before, three parameters are im-

portant for monitoring process installation safety,

detection, diagnosis and recovery of problems.

ISSN 1613-9615



? »% Journal of Business Chemistry Reniers, Dullaert, Ale, Verschueren, Soudan May 2007
. www.businesschemistry.org
Problem . Total
Parameter Ranking A B C D Ranking
Detection Principle 1 1A 1B 1C 1D
Principle 2 2A 2B 2C 2D
Diagnosis Principle 3 3A 3B 3C 3D
Principle 4 4A 4B 4C 4D
Principle 5 5A 5B 5C 5D
Recovery —
Principle 6 6A 6B 6C 6D

Table 3: Safety critical staffing evaluation tabulation to be filled in

Description

The parameter of the safety critical problems is guaranteed by the inherent presence of a
sufficient quality and quantity of staffing level. The organization of the industrial area personnel

The parameter of the problem is guaranteed. There is no need for any kind of back-up system to
solve the safety critical problem. However, there is one disadvantage: the quality and/or the
quantity of the staffing level is not sufficient to guarantee the inherent presence of competent
personnel, information and/or communication in the case of safety critical circumstances. The
problem can be tackled promptly addressing the qualitative and/or quantitative staffing

The quality and/or the quantity of the staffing level suffice to solve safety critical situations thanks
to the presence of back-up systems. To be able to cover highly unlikely circumstances, actions
should be taken. Measures are needed to ameliorate the response rate with which the staffing
level is recovered and/or to ameliorate the quality and/or the quantity of the staffing level.

Degree
A
guarantees safety in safety critical circumstances.
B
level required.
C
D

The organisation of personnel fails. For this problem parameter, the staffing level should
ameliorate in a qualitative and/or quantitative manner. The industrial area is not capable of
guaranteeing safety and preventing incidents in the case of abnormal circumstances.

Table 4: Description of the different gradings for the safety critical staffing evaluation instrument

For each of these three issues, two principles
are checked. The evaluation of every principle, and
hence every question, leads to a safety critical staff-
ing ranking ranging from “A” to “D”. Table 3
offers an easy-to-use ranking tabulation, indicating
the company Safety Critical Staffing Levels’
failures.

In the “Total Ranking” boxes, the worst of the
combined ranking outcomes is always assigned for
each problem parameter. For example, if ranking
principle 1 = 1A, and ranking principle 2 = 2C,
then the total ranking for detection of problems
would be “C”. The implications of the ranking de-
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grees A, B, C or D in terms of the final decision
are given in Table 4.

Conclusions

An effective industrial area Safety Management
System is characterized by the solid evaluation of
its constituents. A very important topic for
managing safety in process installations is the
quality and the quantity of staffing levels required
to perform safety critical activities. These activities
represent the last but one line of defense for
preventing accidents. This paper provides a user-
friendly checklist for evaluating the manning levels
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in an industrial area to meet the needs of plant or
cluster safety management as well as of
government safety inspectors. The information
required for wusing the checklist can vary
considerably from cluster to cluster and facility to
facility.  Therefore, the checklist provides
guidelines for collecting the right information to
support the evaluation of the current staffing
levels.
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Appendix
1. Supervision / Intetrvention possibility (Detection) Yes No
1.1. Is continuous supervision possible (24/7)
A. in the Field (manual interventions)? ... sieisssssssssssssssssssssssssssssssnes O O
B. in the Control Room (computer operated INtEIVENHONS)? .....cueucuiurueurieuriciriirieieecessieesaeaas 0 0

C.Q.: In which way can this be guaranteed (qualitatively as well as quantitatively)?
e.g. - one all-round competent operator is assigned to the Control Room and to every part of the
process installation;
- one operator assigned to the Control Room supported by several Field operators are
responsible for certain parts of the process installation;
- several operators are responsible for the Control Room and for some parts of the process in-
stallation (having an all-round competence).
If both answers are rated “yes”, ranking 1. =IA, go to 2.1; otherwise go to 1.2.

1.2. Does a discernable and audible alarm exist which is sent to a location (e.g. central CR of
plant/cluster) where personnel is permanently (24/7) located should a safety critical problem arise?
A. in the Field (manual INterVEntions)? ....c.cceereureeeriueeemneremesseenersmessesenessesessesesesseeesseses U U

B. in the Control Room (computer operated INtEIVENtONS)? ...civcvivieiiiiciiieieisiseiesseie e [ O

C.Q.: Does the possibility exist the alarm might fail?
If both answers are rated “yes”, ranking 1. =1B, go to 2.1; otherwise go to 1.3.

1.3. Does a back-up system exist to report a safety critical problem
A. in the Field (manual INtErVENtIONS)? ..c.cuvveeeureieererriererrineiereeieeseseesessesesessesteesessescsessesesessenes H U

B. in the Control Room (computer operated INtErVENHONS)? ....cuuvuveveirimieeisieeisiseieeseessesennens H 0

C.Q.: Does the possibility exist the system might fail?
If both answers are rated “yes”: ranking 1. =1C; otherwise ranking 1. =1D; go to 2.1.

Extra documents to consult in order to evaluate principle 1: shift team system, operator competence schemes, workschemes,
technical information concerning the alarm, technical information concerning the back-up system, etc.

2. Distractions (Detection) Yes No

2.1. Do the operators have to petform/attend to other specific tasks (e.g. answering phones,
administration, production tasks, etc.) in addition to Safety Critical Activities
A. in the Field (manual INtErVENtIONS)? ..ccuvvveeeueurieeuerriererrinesereesiesesseesessesesesesseeesessescsessesesessenes H U

B. in the Control Room (computer related interventions)? ........ceeeeeeeeeveenivreenirsimscesenseesessennenn: U 0

C.Q.: If the answer is ‘no’, how can this be guaranteed?
If both answers are rated “no”, ranking 2. =2A, go to 3.1; otherwise go to 2.2.

2.2. Does an alternative exist in case the operators miss an alarm due to other tasks
A. in the Field (manual INtErVENtIONS)? .c.cueueeceeuricuerrieeereenierenseesetseesessesesesessesesessesesesessesesenne H U

B. in the Control Room (computer related interventions)? ... U U
C.Q.: What is the alternative? (e.g. the alarm is sent to a third party, there is a continuous alarm on the

same level, there is a new alarm at the next warning level, etc.)
If both answers are rated “yes”, go to 2.3; otherwise ranking 2. =2D, go to 3.1.

2.3. Is the time left sufficient to respond to the alarm?
A. in the Field (manual INtervVentions)? .........ccocurcuniuriciiiecenemnieenieeieieeieecssee s sassees 0 0

B. in the Control Room (computer related INterventions)? ... H U
C.Q.: On which basis is the time margin defined in the industrial area?

If both answers are rated “yes”: ranking 2. =2B if time margin exceeds 5min.; ranking 2. =2C if
time margin < 5min.; otherwise ranking 2. =2D; go to 3.1.

Extra documents to consult in order to evaluate principle 2: listing of (other) operator tasks, technical information concerning the
alternative alarm, technical information concerning the time definitions within the company, etc.
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3. Information (Diagnosis) Yes No
3.1. Is it necessary to consult extra information in order to diagnose and solve a possible safety critical
problem
A. in the Field (manual INterVEntions)? ....c..cceereireerereeeuneremesneesessssessesesesssessesesesseseseses U U
B. in the Control Room (computer related interventions)? ... [ O

C.Q.: If the answer is ‘no’, how will the problem be diagnosed and solved?
If both answers are rated “no”, ranking 3. =3A, go to 4.1; otherwise go to 3.2.

3.2. Is it possible to attain this information 24/7
A. in the Field (manual INterVEntions)? ....c..ccceereureeerireeemneremesseenerssessesemessssensesesesseeeseses U U

B. in the Control Room (computer related INterventions)? ... [ O

C.Q.: How can the attainability of the information be guaranteed?

Go to 3.3.

3.3. Is this information (concerning every topic) always correct and intelligible?
A. in the Field (manual INtErVENtIONS)? ..c.cuvveeerreieererriererriresereisieesessesesessesereseesesesessescsessesesessenes H U
B. in the Control Room (computer related interventions)? ........ceeeeeevieeeerirneenirsimseesinseesensennenns U U

C.Q.: How can this be guaranteed?
If both questions 3.2 and 3.3 are rated “yes” for all topics, ranking 3. =3B, go to 4.1; otherwise go
to 3.4.

3.4. Does a back-up system exist to provide information in the industrial area
A. in the Field (manual INterventions)? ..o sseseeasees 0 0

B. in the Control Room (computer related iNterventions)? ... H U

C.Q.: Explain the back-up system.
If both answers are rated “yes”, ranking 3. =3C, go to 4.1; otherwise go to 3.5.

3.5. Does another possibility exist in which the problem can be diagnosed and solved
A. in the Field (manual INterventions)? .........ccvuiciriueicmniieieiriciiieiesseiseesese s ssssecasees 0 0

B. in the Control Room (computer related iNterventions)? ... H U

C.Q.: Explain the alternative solution. (e.g. cluster know-how with extra information)
If both answers are rated “yes”, ranking 3. =3C; otherwise ranking 3. =3D, go to 4.1.

Extra documents to consult in order to evaluate principle 3: listing of safety critical problems, technique of attainability, technical
information about the system which provides back-up information, technical information concerning the alternative solution, etc.
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4. Communication links (Diagnosis) Yes No
4.1. To diagnose and to solve certain safety critical problems, is there some kind of communication link
required
A. between the Field OPErators?... ... O O
B. between the Field operator(s) and the Control Room operator(s)?.......cvvcvvivvieviinivvcuniinennes O 0
C.Q.: If the answer is ‘no’, how can this be guaranteed?
If both answers are rated “no”, ranking 4. =4A, go to 5.1; otherwise go to 4.2.
4.2. Can this communication link be guaranteed 24/7?
A. between the Field OPErators?... ..t O O
B. between the Field operator(s) and the Control Room operator(s)?.......cveveevivvievirrivvenniricennns O 0
C.Q.: How can it be guaranteed?
If both answers are rated “yes”, ranking 4. =4B, go to 5.1; otherwise go to 4.3.
4.3. Does a back-up system exist concerning one ot mote communication links within the plant/cluster
which can be guaranteed 24/7 for usage in abnormal situations (NOT emetgency
STEUALIONS]) .. oot e 0 0

C.Q.: Explain the back-up system.
If the answer is rated “yes”, ranking 4. =4C, otherwise ranking 4. =4D, go to 5.1.

Extra documents to consult in order to evaluate principle 4: listing of communication links, technical speci
communication links and their assurance, technical information concerning the back-up system, etc.

fications concerning the

5. Assisting personnel (Recovery) Yes No
5.1. To recover certain safety critical problems, is manning assistance needed
A. in the Field (manual INtErVENtIONS)? .o eererererrereeerrereseieeneseresseeseteeseseiesseesessesesesessesssesssscsens [ 0
B. in the Control Room (computer related iNterventions)? ... H U
C.Q.: If the answer is ‘no’, how can this be guaranteed?
If both answers are rated “no”, ranking 5. =5A, go to 6.1; otherwise go to 5.2.
5.2. Is this manning assistance available 24/7
A. in the Field (manual iNterVentions)? ........cccureeecureemiueeemrememenseeneeemessesesessssessesessessssessenes O 0
B. in the Control Room (computer related INtEIrVENtONS)? ....c.cuicucuriecuriureeireeeeseisiciseeeeeiseeenns 0 0
C.Q.: How can this be guaranteed?
Go to 5.3.
5.3. Can this manning assistance arrive in time
A. in the Field (manual INterVEntions)? ....c..ceeeeereireeerereeerneremesneenesssessesemsesssessesesessceesseses U U
B. in the Control Room (computer related Interventions)? ... [ 0
C.Q.: How is this time margin defined? Explain.
If both questions 5.2 and 5.3 are rated “yes” for all topics, go to 5.4; otherwise ranking 5. =5D, go
to 6.1
5.4. Does a back-up system exist if the call-up system for summoning the manning assistance fails
A. in the Field (manual iNterVEntions)? ....c.ceeercineeerereeerneeemerseenessssessesesesssessesesessesesesees U U
B. in the Control Room (computer related Interventions)? ... [ 0

C.Q.: Explain this back-up system.

If the answers to questions 5.2, 5.3 and 5.4 are all rated “yes”: ranking 5. =5B if time in which
availability is ensured is less than 5min.; ranking 5. =5C if time in which availability is ensured
exceeds 5min.; otherwise ranking 5. =5D; go to 6.1.

Extra documents to consult in order to evaluate principle 5: shift team system, manning assistance system, technical information

about attainability of manning assistance, time margin calculations, back-up system information, etc.
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6. Recovery operations (Recovery) Yes No
6.1. Can recovery operations be accomplished within the minimum calculated time margin
A. in the Field (manual INterVEntions)? ....c.ccereireeerereeerneremerneemersesessesemessesessesesesseseseses U U
B. in the Control Room (computer related Interventions)? ... [ 0
C.Q.: How can this be guaranteed? (e.g. task analyses, desktop exercices, simulations, etc.)
If both answers are rated “yes”, go to 6.2.; otherwise go to 6.5.
6.2. Is it possible that the operators
A. are assigned extra recovery operations (e.g.: back-up activities of other operators within the
PLANE/CIUSTEE)? .ttt 0 O
B. are assigned extra tasks (e.g.: responsibility for site alarm, emergency phone services,
responsibility for non-critical alarms? O 0
C.Q.: If the answer is ‘no’, how can this be guaranteed?
If both answers are rated “no”, ranking 6. =6A, stop audit; otherwise go to 6.3.
6.3. Are they timely informed about the extra assignmEents? ... [ ]
C.Q.: How can this be guaranteed?
If the answer is rated “yes”, go to 6.4; otherwise ranking 6. =6D, stop audit.
6.4. Can all assigned tasks be accomplished (originally assigned recovery operations, extra assigned
recovery operations and extra tasks)
AL DY Fleld OPEIAtOLS?......ueiieiiieciiticicicicie ettt 0 0
B. by Control ROOM OPEIators?........cccuiiiieiiiiiiiiiiic s ses [ N
C.Q.: How can this be guaranteed?
If both answers are rated “yes”, ranking 6. =6B, stop audit; otherwise go to 6.5.
6.5. Does a back-up solution (at plant/cluster level) exist should it prove impossible to accomplish the
tasks
AL 01 FIeld OPEIAtOLSP......ouceiiiiiciieciitcic ettt 0 0
B. for Control ROOM OPEIAtOLSP.....ccuiuiiiiciiiiiiiii s [ N
C.Q.: Explain the back-up system. (e.g. extra back-up operator, assistance personnel to handle the
administrative tasks and technical support)
If both answers are rated “yes”, ranking 6. =6C; otherwise ranking 6. =6D; stop audit.

Extra documents to consult in order to evaluate principle 6: recovery time margin calculations/simulations, technical recovery

information/data, back-up system data, etc.

Appendix 1: Instrument for evaluating safety critical staffing levels
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